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ABSTRACT

Data storage in cloud provides is a least cost method for the small, medium and large enterprises across the world. But the main
issue for the wide spread adoption of cloud storage is the lake of security in the technology used for storage and retrieval by its
user. The data which is to be stored on multiple servers and the location is concealed from the customers and they have no more in
control of the data. This significant feature of the cloud storage provides many security and trust challenges. The main disadvantage
is decryption ciphers is not identical to the original data. In this paper we propose a trusted architecture of data storage and retrieval
in cloud. The architecture presents a unique way of secured storage and accessing of data from the cloud data centre. It also ensures
that only the user who is authorized will be able to access the stored data and decrypt. Additionally, if there is any violation of the
security parameter at the data centre where the data is stored, the data will still be secured i.e. the data will be stored in encrypted
form and any time the data can be retrieved by the user using inverse cipher text.
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1. INTRODUCTION
Many architecture of information system is presented in the recent past in the name of cloud computing, which is seen to be a

revolution in the history of cloud computing industry. This computing paradigm offers a unique structure of the utilization of
computing resources to business, institutions and individual users by cloud servers as alternative to their own computing
infrastructure [YBD 08] [UXU 12]. The customers are not only provided the advantage from the requirement of costly hardware
equipment by Cloud Computing, rather it has reduced the complexity for their requirement from customer point of view. Cloud
computing provides user the illusion of unlimited computing resources. The user can acquire computing resources as required, or as
nanoscopic as they required, irrespective of the maintenance and provision of those available resources [UXF 12] [GRO 09].

When considering the history of cloud computing, it is regularly found with data disclosures either premeditated or
unpremeditated. This discloses the risks of privacy and confidentiality of the cloud data storage and retrieval deployment. The first
risk is the unexpected disclosure of data which occurs because of the errors in the design of the cloud computing software of the
cloud providers. For example, the non-authenticated users are allowed to avail the documents by Google Docs due to a bug [KIN
09], whereas the Flicker and Face book have also not secured the private pictures of their users due to flaws.

Usually all the cloud computing data centres have a central server administration system, which is responsible for the
management of overall operations of the provided data centres. Cloud computing provides storage in a centralized manner,
processing memory, and bandwidth. Due the centralization of computing resources, itis an attractive target for inside or outside
attackers.

The cloud data service provider's record of user's data is not secured in cloud storage. In reality, Twitter has made an agreement
with Federal Trade commission of the United States due to its unsystematic security practices allows the attackers to dissimulate as
any authorize user of the system in 2011 [FTC 11]. In addition, several such sites have undergone occurrences of security lapses
which results in the data loss of cloud users which not only include email addresses but credit card pin numbers and related data’s
as well [MIL 11].

Cloud data service providers faces more pressure from government agencies. Google Inc. obeys with most of the requests it
receives and it provides the private data of its clients to such requests. Additionally, all the government agencies of several countries
have threatened to block the blackberry email services if they are not given the permission to monitor the users’ private data [REA
10].

Most of the time, the cloud services providers frequently encompass some money-making inducement from different private
parties and thus willingly distribute the users’ private data, which the users think is private and secured. Google and Face book are
the service providers which have destabilized their policy and default settings of privacy in order to endorse new products and their
services. Moreover, the cloud service provider keeps their promise still the data is safe [UXF 13] [VIJ 12]. Users have a worry about
data confidentiality, security and unauthorized access to the data [UXF 13]. This problem becomes worse in the case of cloud
computing as the user do not have knowledge about the physical location of the data and control over the data centre to which
they are concerned. A mischievous data service provider can possibly damage the data of the users by updating, plummeting and
transforming.

Trust in the cloud is mainly based on the security of their data which is offered by the service provider. It is a known fact that if
the system is secured, then it should be trustworthy [STO 10] [UXF 13]. In this paper a trusted architecture for data storage and data
retrieval in cloud computing which would focus the security of cloud computing environment is proposed. The cloud data
architecture is generally composed of three entities the cloud servers, the media and the clients. Major of the research work is done
on securing the server but no importance is given to the channel of transfer between the client and the cloud .An alternative
architecture is proposed in this paper which covers all the aspect. i.e., access control, data transfer through the channel and finally
data storage and retrieval from the cloud computing data storage. This will results, enhancing trust on cloud computing.

2. RELATED WORK
A hopeful computing environment was proposed by researchers for cloud computing in 2010 which provides the protection of data
via strong authentication mechanism, and restricted access by role based access control method in cloud computing system [STO
10]. The previous works are based on providing trusted storage architecture for cloud computing and security. It is found that
numerous systems and methods are incorporated to secure the cloud from different perspective in which some of the systems work
to develop a trusted cloud environment by providing high level of security.

There are diverse models that divide and store the user data on different cloud providers as alternative to a single storage
service provider. A multi — clouds database model is an alternative to single cloud environment [UXF 11]. The purpose of this model
was to preserve the cloud system from the threat of malicious insider and thwart the failure of the cloud services infrastructure.
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A novel architecture for authenticated key exchange utilizes the internet key exchange and randomness reuse approach [LZC 11]

. A Trust management model was introduced by TFMC for cloud computing which is based on the fuzzy set theory [SCL 11]. Here
the user can use this in decision making during the selection of a specific cloud service provider so that trustworthiness can be
analyzed for different cloud service providers. It also provides trust relationship among multiple cloud providers.

Y. Singh et.al., [SKZ 11] proposed a unique cost effective and secure model of data distribution for multi — cloud storage . This
model provides a low cost mechanism of user’s data distribution of on available multiple cloud storage providers. The single sign on
(SSO) is implemented on the top layer of the cloud computing model. The justification to this mechanism was to present the user
with the best quality of service through secure storage and availability of data [UXF 13] [ABH 11]. This method minimizes the
number of login and enhances the security of the overall system. A public auditing architecture for cloud computing has been
developed for privacy preserving and public audit ability [ZZY 11] [UXF 13] [QWL 09] [CRL 10]. This architecture not only provide the
privacy preservation but also support block less verification, public audit ability dynamic operation support on data, etc. These
architectures are proved to be insecure due to its incapability to stand against the existential forgery by a known message attack
[CXD 12]. The authors proposed a protocol for dynamic data auditing which poses a disadvantage that the data may be disclosed to
the auditor as the server sends the linear blocks of data to them. Several works of this kind are enduring different kind of security
issues. Some cannot thwart the illicit data access by the cloud service provider while some face the problem of insider spiteful
activity. Many mechanisms are expensive in terms of finances, requirement of a time for data processing and the availability of
affected data. To avoid such disadvantages a model was proposed that allow only the lawful user to access and store data with
confidence. This scheme provide security of data at rest ie., stock up of data at server and also provides protection during the
transmission at transmission media. The disadvantage in this is that the retrieval of the original content via decryption is not
guaranteed. An architecture recommended in this paper espouses different algorithms for encryption and decryption.

3. THE PROPOSED ARCHITECTURE
The proposed architecture is composed of two modules, i.e. the client module and the cloud module. The general description of the
model is given below.

Cloud Module Client Module
Public Data Encryption Module
Module
Private Data
Module / Encryption DataBase |« p| User

Decryption Module

Authentication
Component

Figure 1 Proposed architecture for data storage and retrieval in cloud

3.1. The Client Module

The client module is composed of three components.
e  Encryption Component
e Encryption Database
e  Decryption Component

3.1.1. Encryption Component
The private/public data is sent to encryption component. The encryption component applies the AES encryption techniques and
sends the encrypted data to Encryption Database storage, where the data is stored in the public component of the data storage
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server. The key will be store in the private data component. The key is taken from the private data component and data from the

public data component for decrypting the data

3.1.2. Encryption Database

The encrypted data from the encryption component is passed onto the encryption database which acts as a secured storage. When
the user requires the original data, the data from the database is moved to the decryption component. This in turn uses key from the
private data module.

3.1.3. Decryption Component
Usually decryption is done to extract the original text from the encrypted cipher text. But using AES, decryption ciphers is not
identical to the original data .So we use inverse cipher text to retrieve the original data.

3.2. The Cloud Module

The cloud server module also composes three components namely,
e  Public data component.
e  Private data component
e  Authentication component

3.2.1. Public Data Component

The data stored in the public component will be shared among all the authorized users of that data. All these data stored in the
public data component will be transformed to an encrypted form. Along with the creation of data in this component the owner is
responsible also for the different data operations as well.

3.2.2. Private Data Component

The private data component is responsible for the storage of the user's information such as Login data and also for the storage of
secrete keys that are required for the decryption of the data in the public data component. Only the owner of the data can access
the private data section of the storage. They can perform functions on data such as delete, append, update. Added to this the
performance of such operations on private data component is not endorsed for users.

3.2.3. Authentication Component

The authentication component works in association with the private data component. When the server receives a request from the
authorized user for data access, it is the duty of authentication module to arbitrarily generate a two session password. It sends one
of it to user's email and the other to their mobile number. The user is then legitimated via the session passwords from the user.

4. SECURITY ANALYSIS OF THE PROPOSED ARCHITECTURE

The proposed architecture is very simple and highly secure. The access of data is controlled by implementing a multi-level
authentication mechanism [UXF 13]. Apart from accessibility, the data is provided with multiple level of security by the encryption
process which also makes it more secure. We know that there are a lot of cryptographic algorithms which are contemplate to be
very efficient at algorithmic level. In our proposed architecture we use AES algorithm for encryption of data files. The overall
performance of this scheme is best when considering both the software and hardware implementation. The algorithm is simple, fast
and compact [GCF 11] [DKA 06] [NJA 05] [SMA 11]. The encrypted cipher text is stored in database and Decrypted by decrypting
algorithm. Inverse cipher text is available through which the stored encrypted data can be retrieved which is identical to the original
data.

5. CONCLUSION

The users are getting attracted towards cloud technology nowadays. A trusted architecture for data storage and retrieval is
presented for cloud computing environment. It not only provides secured access of data but also provides a trusted mechanism for
data transmission through a channel and retrieval of data from encrypted database. The architecture stops the unauthorized user
from accessing data before it is encrypted by the encryption algorithm. The proposed architecture increases the level of
confidentiality and integrity of the stored and retrieved data.
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